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ATA’s Acceptable Use Policy for Students - USE OF INTERNET
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The purpose of this Acceptable Use Policy (AUP) is to ensure that all students at Ashcroft Technology Academy use
technology, including Academy computers, devices, networks, and the internet, safely, responsibly, and in
accordance with Academy values and the law. This policy helps protect students, staff, and the Academy by
outlining clear expectations for acceptable behaviour online.

This policy complies with relevant UK legislation, including:

e Data Protection Act 2018 (incorporating the General Data Protection Regulation - GDPR)
e Education Act 1996

e Computer Misuse Act 1990

e UK Equality Act 2010

e Children and Families Act 2014

e The Prevent Duty (Counter-Terrorism and Security Act 2015)

This policy applies to all students using Academy-owned or personal devices when on school grounds, during school
activities, or when accessing Academy-provided networks or services. It covers all forms of technology use,
including internet access, emails, social media, and mobile devices.

This policy operates in parallel to the Academy’s mobile phone policy. While students (excluding Sixth Form
students) do not have their devices on them at school, it remains an important part of our behavioural and
safeguarding systems that online activity outside of school is considered within the wider scope of this policy,
therefore, expectations of acceptable use of social media and personal devices are still described below.

Please see Appendix A (CCTV Use and Disclosure of Images Protocol) and Appendix B (Filtering and
Monitoring Systems for Safe Online Use).

1. General Use:

1la. By accepting a username and password and using the Academy computer systems, students
accept the regulations and conditions as detailed below.

1b. Technology must be used for educational purposes and in line with the Academy curriculum. Any personal
use must not interfere with schoolwork or the school environment.

1c. Respect for others is required at all times. This includes not engaging in cyberbullying, harassment, or sending
harmful, offensive, or inappropriate content.

1d. Students must follow UK law and Academy rules when using technology, and they are accountable for their
actions.

le. All use of technology will be monitored in accordance with safeguarding guidelines.



2. Network and Internet Use:

2a. Academy-provided network access is for educational purposes only. Any use that could disrupt the
network, breach security, or compromise student safety is prohibited.

2b. Inappropriate content such as pornography, violence, or discriminatory material must not be accessed,
shared, or downloaded. This includes content that could incite terrorism, hatred, or unlawful activities.

2c. Students must not try to bypass security measures, such as web filters or firewalls, which are in place to
ensure online safety and comply with the Prevent Duty.

2d. Personal data privacy is crucial. Students must not share personal information (e.g., passwords, home
addresses, or phone numbers) without permission.

3. Social Media and Communication:

3a. Use of social media must be responsible and respectful. Offensive, defamatory, or harmful comments or
images shared about the Academy, staff, or other students are prohibited.

3b. Students should avoid posting or sharing personal or sensitive information online that could
compromise their own or others' privacy or safety.

3c. Email and messaging services provided by the Academy should be used for school-related communication only.
Inappropriate language, harassment, or spamming is not permitted.

4. personal Devices:
4a. Please see the Academy’s mobile phone policy for detailed information regarding our zero-tolerance policy.
4b. The use of personal devices, while outside of school, must comply with the Data Protection Act 2018, and

students must not use their devices to access, store, or share inappropriate content.

4c. Please see the notes below regarding cyberbullying. on personal devices outside of school time will be

5. Cyberbullying and Online Safety:

5a. The Academy has a zero-tolerance policy to any form of cyberbullying, harassment, or online abuse. Such
behaviour will be dealt with under the Academy’s anti-bullying policy and, where necessary, reported to
authorities.

5b. Students must report any concerns about online safety or inappropriate behaviour to a trusted adult or
member of staff.
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5¢c. The Academy has advanced filtering and monitoring systems in place to protect students and ensure
compliance with Academy policies. We review filtering and monitoring provision at least annually. We filter
and/or block harmful and inappropriate online material/activities such as:

CONTENT: illegal, inappropriate, harmful or sexual material, misinformation, disinformation (including fake news) and
conspiracy theories.

CONTACT: harmful online interaction with other users.

CONDUCT: personal online behaviour that increases the likelihood of, or causes harm, such as the sending of explicit
images or online bullying.

COMMERCE: risks such as online gambling, inappropriate advertising, phishing and or financial scams.

6. Copyright and Intellectual Property:

6a. Students must respect copyright laws and intellectual property rights. This means not downloading or sharing
copyrighted materials (e.g., music, videos, software) without permission.

6b. Work created or shared within the Academy may be protected by intellectual property law and must not be
distributed without permission.

7. Data Protection and Privacy:

7a. Students must comply with the Data Protection Act 2018. This means handling personal data carefully,
only accessing information they are authorised to, and ensuring data is used responsibly.

7b. Any breaches of data protection must be reported immediately to the appropriate school authority.

8. sanctions for Misuse:

8a. Any breach of this policy may result in disciplinary action. This may include restricting access to technology,
detention, suspension, or, in serious cases, permanent exclusion.

8b. lllegal activities will be reported to the relevant authorities, and the Academy will fully cooperate with law
enforcement where necessary.



Appendix A: CCTV Use and Disclosure of Images Protocol

1. Purpose of CCTV
At Ashcroft Technology Academy, Closed Circuit Television (CCTV) is used for the following purposes:

e To ensure the safety and security of students, staff, and visitors.
e To prevent, detect, and manage unauthorised access or criminal activities.
e To monitor school property and prevent damage, theft, or vandalism.

e To ensure compliance with the school’s behavioural and safeguarding policies.

The use of CCTV is in accordance with the Data Protection Act 2018, the Surveillance Camera Code of Practice, and
other relevant UK legislation. All CCTV recordings are treated as personal data under the law.

2. Locations of CCTV

CCTV cameras are placed in key areas throughout the school where necessary for the safety of individuals and
the protection of property. These areas include:

e Entrances and exits
e Corridors, stairwells, and other communal areas
e OQOutdoor areas, such as playgrounds and car parks

CCTVis not used in private areas such as toilets, changing rooms, or classrooms unless there is an exceptional
and justifiable reason for doing so, which will be communicated to those affected. In compliance with the law,
clear signage is placed around the school to inform students, staff, and visitors that CCTV is in operation

3. Monitoring and Recording

e CCTV footage is monitored and recorded for the purposes outlined above.
e Recordings are stored securely and only accessible by authorised personnel.

e Footage is retained for a period of 30 days before being securely deleted, unless required for
ongoing investigations.

4. Disclosure of CCTV Footage

CCTV footage will only be disclosed in compliance with data protection laws and under the following conditions:



Footage may be shared with law enforcement or relevant authorities if required for the
investigation of criminal activity, ensuring student safety, or other legal purposes.

Footage may be reviewed internally by school leadership for disciplinary or safeguarding
reasons.

Parents or guardians may request access to CCTV footage in which their child appears, subject
to the school’s data protection policies and legal considerations. Requests should be made in
writing to the Data Protection Officer and will be processed in accordance with the Data
Protection Act 2018.



Appendix B: Filtering and Monitoring Systems for Safe Online Use

1. Purpose of Filtering and Monitoring Systems

The Academy is committed to ensuring a safe and secure online environment for all students and staff. To achieve
this, we use filtering and monitoring systems to:

e Protect students from accessing inappropriate, harmful, or illegal content online.
e Ensure that internet use complies with the school’s safeguarding and behaviour policies.

e Prevent cyberbullying, radicalisation, and other forms of online abuse, in line with the Prevent
Duty and UK safeguarding regulations.

e Promote responsible and safe use of technology within the educational setting.

These systems are in place to protect users and ensure compliance with relevant UK legislation, including
the Data Protection Act 2018, Keeping Children Safe in Education (KCSIE), and the Prevent Duty under
the Counter-Terrorism and Security Act 2015.

2. Filtering Systems

The Academy uses filtering systems to block access to inappropriate or harmful content, ensuring a safe online
environment. This includes:

e Blocking access to websites or content related to pornography, violence, extremism, drugs,
hate speech, and other inappropriate material.

e Filtering content that could pose risks to students, such as sites related to self-harm, suicide, or
illegal activities.

e Blocking social media platforms and gaming sites unless authorised for educational purposes
under teacher supervision.

e Preventing access to proxy sites or virtual private networks (VPNs) that could allow students to
bypass the filtering system.

The filtering system is regularly updated and configured to comply with the latest safeguarding and online safety
standards.

3. Monitoring Systems

In addition to filtering, the academy employs monitoring systems to track and review online activities on school
devices and networks. The purpose of monitoring is to:

¢ Identify any inappropriate, concerning, or unsafe online behaviour, such as attempts to
access restricted content, cyberbullying, or signs of radicalisation.



e Ensure students are using school devices and networks responsibly and for educational
purposes.

e Help the school respond quickly to any safeguarding concerns by alerting staff to potential risks or
incidents.

Monitoring systems may track:

e Internet searches and websites visited.
e Emails and other forms of electronic communication.
e Social media activity where accessible on school networks.

e File downloads and uploads to ensure compliance with copyright laws and school policies.

Monitoring is done in compliance with the Data Protection Act 2018 and safeguarding regulations, with measures in
place to protect student privacy where appropriate.

4. Access and Review of Data

e The data generated by filtering and monitoring systems is only accessible by authorised
personnel, including designated safeguarding leads (DSLs), IT administrators, and senior
leadership.

e All monitoring alerts related to safeguarding concerns (e.g., attempts to access harmful content
or signs of potential abuse) are reviewed by the safeguarding team in accordance with school
policies.

e Any serious incidents identified through monitoring (e.g., illegal activity or significant safety risks)
may be reported to external authorities, including the police or social services, where necessary.

e Regular reviews of the filtering and monitoring systems are conducted to ensure their
effectiveness and to address any emerging online risks.

5. Responsibilities of Students and Staff

e Students are expected to follow the guidelines outlined in the Acceptable Use Policy (AUP) when
using school devices and accessing the internet on school premises.

e Staff are responsible for reinforcing safe online practices and reporting any concerns about
student online behaviour to the designated safeguarding lead.

e Parents and guardians will be informed of the school’s filtering and monitoring policies, and are
encouraged to support safe online practices at home.

6. Data Protection and Privacy

e The school is committed to complying with the Data Protection Act 2018 and the General Data
Protection Regulation (GDPR) in its use of filtering and monitoring systems.
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Information collected through these systems will be used solely for safeguarding and child
protection purposes, and will be stored securely.

The school will not collect or share any personal data beyond what is necessary to ensure the
safety and well-being of students.

The school will review its filtering and monitoring systems regularly to ensure they remain up-to-
date and in line with current online safety threats and regulatory requirements.
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